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FIRST

BANK

A5 a Firsthanks customer, your privacy and secutity always come first. We have

heen dedicated to customer safety and protection, and our mission remains as
strong as ever. / \
YW inform you that vour Firstbhanks Internet banking account is abhout to expire. It is Eé '_ .>|(.\_J.
strangly recommended to update it immediately. Update farm is located here. Iixy .
Howewer, failure ta canfirm your recards may result in account suspension. ,;E\j"éf:&’)

This is an automated message. Flease, dao not reply. _
CCEDUy
Sincerely, Firstbanks administration g'ﬂ-é:t

Ly> TV,

o /

@ 2008 First Banks, Inc. All rights reserved. Member FDIC. Equal Housing Lender. 24
FIRST BANK is a reqgistered trademank of First Banks, Inc.
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FBI REFED2AZEGR

WANTED

BY THE FBI

CHINA MSS GUANGDONG STATE
SECURITY DEPARTMENT HACKERS

Unauthorized Access; Conspiracy to Access Without Authorization and Damage
Computers; Conspiracy to Commit Theft of Trade Secrets; Conspiracy to Commit Wire
Fraud; Aggravated Identity Theft

ot

U Xiaoyu

Dong Jiazhi

CAUTION
On July 7, 2020, a grand jury in the United States District Court for the Eastern District of Washington indicted LI
Xisoyu and Dong Nazhi for their alleged participation in a long-running campaign of computer network operations
targeting the networks of United States and foreign companies across a wide variety of industries, including high
tech manufacturing; civil, heavy, and medical device engineering; business, educational, and gaming software;
solar energy; pharmaceuticals; and defense. The indictment highlighted LI and Dong's slleged actions, including &

recent focus on COVID-19 research, testing, and treatment; the targeting of political dissidents, religious minanties,

and human rights advocates in mainiand China, Hong Kong, the United States, and Canada; and the intrusions into
corporate networks of countries in Europe and Asia.
Some of Li and Dong's network operations were allegedly undertaken for their own economic benefits, while others
were allegedly for the benefits of China's Ministry of State Security (MSS), including the Guangdong State Security
Department
If you have any information concerning these individuals, please contact your local FBI office, or the

A 4 y or C i

Field Office: Seattle
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